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Privacy Disclaimer  
The contents of this document are strictly for internal use only. The information is potentially sensitive and is not intended to be shared with the public as it’s the intellectual 

property of Quarphix (Pty) Ltd. No part of this work may be reproduced or used in any form or by any means without express permission from the Quarphix Corporation 

Management and/or Representatives.  
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1. Abbreviations and Definitions  
  

Term  Definition  

PII  Personal Identifiable Information  

Quarphix Proprietary Limited  ("Quarphix", "us" or "we")  

POPIA  Protection of Personal Information Act 4 of 2013  

You  Any natural or legal person whose Personal Information we 
process  

Personal information  Personal information as defined in POPIA, being information that 
may be used to identify you directly or indirectly.  

Platform  Quarphix website and any of our digital communications media 
tools  

User  Being 'Quarnedes', 'contractors', 'learners' and other third parties 
that use the Platform  

User Terms  The terms and conditions applicable to this policy  

Quarnedes  Quarphix Employees  

Responsible Party  When we process the Personal Information of our customers 
(Users) to manage our relationship and offer our services.  

Operator  When we act on the instructions of the User or the third party (as 
may be regulated in the User Terms that we have entered with 
you, such as on the instruction of a third party), who will be the 
responsible party in respect of the Personal Information that we 
have been instructed us to process to render our services.  

Audit  Financial auditing refers to an accounting process applied in 
business. The process involves using an individual body for 
evaluating the financial transactions and statements of a 
business  
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2. Introduction  
2.1. The right to privacy and this privacy "Policy" is important to us. Quarphix Proprietary Limited 

trading as "Quarphix" ("Quarphix", "us" or "we") is committed to taking steps to protect your 

privacy when we process your personal information. We, therefore, implement business 

practices that comply with applicable data protection laws, including the Protection of 
Personal Information Act 4 of 2013 ("POPIA"). This Policy applies to all processing of 

personal information by us.  

2.2. Where we refer to "Personal Information" in this Policy, we mean personal information as 

defined in POPIA, being information that may be used to identify you directly or indirectly. 
Personal Information includes, for example, your name, surname, email address, identity 

number (or company registration number), contact details, photograph, professional 

information, and location.  

2.3. This Privacy Policy forms part of Quarphix’s broader Information Security Management 

System (ISMS) and is aligned to the organisation’s ISO/IEC 27001:2022 Protection of 
Personal Information framework. It applies to all processing activities conducted across 

our operational and cloud-based environments, including business administration, 

professional services, and recruitment-related functions. The scope includes systems and 

platforms that support data storage, analytics, and verification processes.  

2.4. In this Policy, we explain how we will use and protect your Personal Information in 
compliance with POPIA. "You" means any natural or legal person whose Personal 

Information we process. Additional terms will also apply to our relationship when you 

register to use the Quarphix website and any of our digital communications media tools 

(referred to as the "Platform" in this Policy) by creating an account (and becoming a "User") 

and accepting the terms and conditions applicable to each type of User (the "User Terms"). 

The terms of this Policy will prevail if there is any conflict between this Policy and the User 

Terms that apply to you. There may be elements of this Policy that do not apply to you 

depending on the type of User you are registered as, Users being 'Quarnedes', 
'contractors', 'learners' and other third parties that use the Platform. We may change the 

terms of this Policy and will always process Personal Information in accordance with the 

latest version.  

2.5. In terms of POPIA, Quarphix processes information in two capacities: when we process 
Personal Information of our customers (Users) to manage our relationship and offer our 

services, we are the responsible party; and when we process Personal Information 

provided by Users for us to perform the services and for the agreed reporting to third 

parties, we are the operator. When we act as an operator, we act on the instructions of the 
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User or the third party (as may be regulated in the User Terms that we have entered with 

you, such as on the instruction of a third party), who will be the responsible party in respect 

of the Personal Information that we have been instructed us to process to render our 

services. We also process certain Personal Information as a responsible party when 
someone visits our Platform (even if they are not a User). Parts of this Policy will apply to 

you if you are a User or before you become a User.  

  

3. Children’s Personal Information and Special Personal Information  
3.1. The Platform is only intended for use by persons 18 years and older, and this Policy and 

the User Terms can only be accepted by such persons, and not on behalf of a minor by a 
parent/guardian.  

3.2. In the event that we process children's and special Personal Information, we will only 

process Personal Information of children and special Personal Information in compliance 

with POPIA, and therefore, in the case of a child, with the consent of the child's 

parent/guardian (where the child is under the age of 18) or with the User's consent in the 
case of special personal information, or as allowed in terms of POPIA. Acceptance of the 

User Terms, or any other specific written consent provided by the User or a 

parent/guardian, will constitute consent by the User and/or parent/guardian for Quarphix 

to process the User's and/or child's Personal Information and Special Personal 

Information, and for such Personal Information to be processed by third parties in 

accordance with the User Terms.  

3.3. If necessary, we may also process Personal Information of children and special Personal 

Information if provided for in law, for example, where it is necessary for the establishment, 

exercise or defence of a right or obligation in law or where it is necessary to comply with 

an obligation of international public law.  

  

4. Collection of Personal Information  
4.1. We collect Personal Information about you from the following sources:  

4.1.1. Directly from you when you provide it to us, such as when you create a User Profile 

on the Platform, through the provision of our services and interaction with you as a 

User;  

4.1.2. From third parties when you interact with them through the Platform and where you 

have authorised the third party to share any Personal Information with us, for 

example Google or any social media platform where you use their service to create 
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a User profile, or from other Users through your interaction with them on the 

Platform, such as from affiliated third parties, amongst others;  

4.1.3. From third-party service providers and platforms that we use to provide our services, 

where you have authorised us to access relevant information stored by or created 

as a result of those service providers, such as payment gateways and the various 

partners that we are affiliated with in providing the services;  

4.1.4. From authorised third-party service providers assisting with background verification, 

communication, digital signing, or analytics, under written data processing 

agreements. Quarphix engages these providers under formal data processing and 

confidentiality agreements. These service providers support essential operations 

such as secure data hosting, background verification, communication, digital 

signing, and analytics, and are required to comply with Quarphix’s internal privacy 

and security standards.  

4.1.5. From your web browser when you visit our Platform, subject to the settings of your 

web browser and cookies;  

4.1.6. From public sources where you have made your Personal Information public, such 
as on social media or online platforms;  

4.1.7. From your use of our services generally or use of any features or resources available 

on or through our Platform.  

  

5. Categories of Personal Information that we Process  
5.1. Depending on your interaction with Quarphix, we may process:  

5.1.1. General personal details: for individuals, we collect, amongst others, name and 

surname, date of birth, identity number, age, nationality, language preferences, 

identity or passport number, education details, and for juristic persons, we collect, 

amongst others, registered name, registration number, vat details, language 
preferences.  

5.1.2. Contact details: User contact number, email address and general location 

information.  

5.1.3. User information: Personal Information included in correspondence, transaction 

documents, use of the services or other materials that we process in the course of 

providing the services.  

5.1.4. Communication information: Personal Information included in correspondence from 
Users.  
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5.1.5. Consent records: records of any consents you have given us in respect of using your 

Personal Information and any related information, such as the specific details of the 

consent. We will also record any withdrawals or refusals of consent. Due to the 

relationships between some Users, some Users may also hold records of consent 
where the other User has consented to the processing of their Personal Information 

by that User.  

5.1.6. Payment details: if applicable, payment method used, the information provided by 

payment gateway service providers, payment amount, date and reason for payment 

and related information.  

5.1.7. Data relating to our Platform: such as the type of device used to access the Platform, 

operating system and browser, browser settings, IP address, dates and times of 

connecting to and using the Platform, associated technologies, and other technical 

communications information, subject to your browser/device settings.  

5.1.8. Content and advertising data: records of your interactions with our online advertising 

on the various websites which we advertise and with marketing content displayed 

on our Platform and records relating to the content displayed on web pages 

displayed to you.  

5.1.9. Account details: such as your username, password, usage data, and aggregate 

statistical information.  

5.1.10.  Views and opinions: any views and opinions that you choose to share with us, or 
publicly post about us on social media platforms or elsewhere.  

5.1.11.  Academic records and User interactions: information on learner grades and 

performances from the various courses that will be offered through the Platform, and 

interactions between various Users through the Platform.  

5.1.12. Verification information where required by law or contractual necessity, which may 

include details obtained during due diligence, professional background verification, 

or employment screening processes such as credit or criminal checks, professional 

certifications, references, or verification results from accredited third-party providers. 

This also includes supporting documentation, timestamps, and evidence of consent 

collected in compliance with POPIA and internal security controls  

  

6. Purpose of Processing Personal Information  
6.1. We only process adequate and relevant Personal Information for the following purposes and 

legal bases:  

6.1.1. To provide and manage our professional, training, and recruitment services  
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6.1.2. Operate and manage your account or relationship with us, which may include 

correspondence with you;  

6.1.3. To monitor and analyse our business to ensure that it is operating properly, for 

financial management and business development purposes;  

6.1.4. Contact you by email, phone, SMS, or other means to inform you about our services, 

however, you can opt-out of such communications;  

6.1.5. Form a view of you as an individual and to identify, develop or improve our services;  

6.1.6. Carry out market research and surveys, business and statistical analysis and 

necessary audits;  

6.1.7. Fraud prevention;  
6.1.8. Perform other administrative and operational tasks like testing our processes and 

systems and ensuring that our security measures are appropriate and adequate;  

6.1.9. comply with our regulatory, legal or other obligations;  

6.1.10. Ensure secure processing, storage, and analysis of information across integrated 

digital systems and platforms while maintaining data minimisation and confidentiality 

controls.  

6.1.11. Use anonymised and aggregated data to evaluate performance metrics and 

improve business operations.  

6.2. In addition to the above purposes, we may use Personal Information for other purposes if/ 
when the law allows for it, if you consent to it, or if it is in the public interest to do so. We 

also process statistical demographic information for our internal and contractual reporting 

obligations, however, this information does not include Personal Information and cannot 

be traced back to a User.  

6.3. All purposes for the processing of your Personal Information will be legal and aligned in 
terms of POPIA.  

  

7. Direct Marketing and Communications  
7.1. We may process your Personal Information to contact you to provide you with information 

regarding updates about services offerings and new features and products, or the services 
of our partner organisations or other uses, that may be of interest to you. Where we provide 

services to you (where you are a customer of ours and have agreed to the User Terms), 

we may send information to you regarding our services using the contact details that you 

have provided to us. We will only send you direct marketing communications in compliance 

with POPIA.  

7.2. You may unsubscribe from any direct marketing communications at any time by clicking on 

the unsubscribe or opt-out link that we include in every direct marketing communication or 
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by contacting us and requesting us to do so. After you unsubscribe, we will not send you 

any direct marketing communications, but we will continue to contact you when necessary, 

in connection with providing you with the services or in connection with our business.  

7.3. If you may wish to join Do Not Contact (DNC) list, this can be requested directly and all 

your information will be removed from the organisation’s database.  

7.4. We will not sell your Personal Information or provide it to third parties for their marketing 
purposes.  

7.5. If as part of the service, we process Personal Information on behalf of our client relating to 

direct marketing for the client's purposes, the client as the responsible party has the 

obligation to comply with all direct marketing requirements in terms of POPIA.  

  

8. Disclosure of Personal Information to Third Parties  
8.1. We will keep your Personal Information confidential and only share it with others in terms 

of this Policy, or if you consent to it, or if the law requires us to share it.  

8.2. We may disclose your Personal Information to:  

8.2.1. Our business partners or third-party processors in order to provide you with the 

Platform and/or our services, this includes data storage service providers, payment 

gateways (where applicable), SETAs, third party software/platform providers (such 
as Google, Apple, etc.) in accordance with written agreements with these parties;  

8.2.2. Other Users of the Platform in terms of the User Terms that we enter into with you;  

8.2.3. Legal and regulatory authorities, upon their request, or for the purposes of reporting 

any breach of POPIA;  

8.2.4. Accountants, auditors, lawyers and other external professional advisors in terms of 

written agreements with them;  

8.2.5. Any relevant party to the extent necessary for the establishment, exercise or defence 
of legal rights, criminal offences, threats to public security, etc.;  

8.2.6. Any relevant third party if we sell or transfer all or any portion of our business or 

assets; and  

8.2.7. Any relevant third-party provider where our Platform uses third party advertising, 

plugins or content.  

8.3. If we engage third party operators to process Personal Information, the operators will only 

be appointed in terms of a written agreement which will require the operators to only 
process Personal Information on our written instructions, use appropriate measures to 

ensure the confidentiality and security of Personal Information and comply with any other 

requirements set out in the agreement and required by POPIA.  
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9. Cookies  
9.1. In this Section, we have done our best to summarize the rights that you have under data 

protection law according to POPIA Act No 4 of 2013 and other best practice guidelines 

mentioned in section 6.6 of this policy.  

9.2. These are complex, and not all of the details have been included herein. In light of this, you 

should read the relevant laws and guidance from the regulatory authorities for a full 

explanation of these rights.  

9.3. Your principal rights under data protection law are:  

9.3.1. The right to access;  

9.3.2. The right to rectification;  

9.3.3. The right to erasure;  

9.3.4. The right to restrict processing;  

9.3.5. The right to object to processing;  

9.3.6. The right to data portability;  
9.3.7. The right to complain to a supervisory authority; and  

9.3.8. The right to withdraw consent.  

9.4. You have the right to confirmation as to whether or not we process your personal data and, 

where we do, access to the personal data, together with certain additional information.  

9.5. That additional information includes details of the purposes of the processing, the 

categories of personal data concerned and the recipients of the personal data.  

9.6. Providing the rights and freedoms of others are not affected, we will supply to you with a 

copy of your personal data.  

9.7. Cookies are small text files that are stored on your device when you visit a website. 

Generally, they are used to make websites work, track your movements on the website, 

recognise you when you return to the website, personalise the website to your preferences 

and for other similar activities.  

9.8. By using our Platform, you agree to us sending cookies to your device and using the 
information that we obtain from that cookie. Any Personal Information that we collect and 

use through cookies is used in accordance with this Policy. The information that we receive 

from cookies may include, amongst others, browser type, language preference, referring 

site, and the date and time of each visitor request, location, IP address, cookie information 

and Google Analytics information. This is statistical data about browsing actions and 

patterns. We may also obtain information about your general internet usage through a 

cookie file which is stored on the hard drive of your computer. Cookies enable us to improve 
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our Platform and services, estimate our audience size and usage patterns, store 

information about your preferences and recognise when you return to our Platform.  

9.9. In some instances, we may collect and store information about your location through 

cookies (other than when you share your location with us). We convert your IP address 

into a rough geolocation, and we may use location information to improve and personalise 

our Platform and services for you.  

9.10. Most internet browsers are set to automatically accept cookies. Depending on your 

browser settings, your browser can automatically accept cookies, refuse/disable them or 

warn you before accepting cookies. Disabling cookies may limit the functionality of our 

Platform and the features that are available to you and impact your experience.  

9.11. Our Platform relies on cookies for certain website functionality. If you choose to disable 
cookies, some of the features of our Platform may not work properly.  

9.12. We use cookies for distinguishing between visitors and identifying them when they use our 

Platform, to determine their location, for session management and monitoring website 

usage, advertising and communicating with you, and to analyse and compile anonymous 

and aggregate statistics, etc.  

9.13. Please note that third parties may also use cookies, but we do not have access to, or 

control over them, and therefore cannot take responsibility for them.  

9.14. For more information on cookies, kindly refer to the cookie policy on the website.  

  

10. International Transfers of Personal Information  
10.1. Due to the nature of our services and the resources that Quarphix makes use of in 

providing the services, we may need to transfer Personal Information to and from different 
countries for our business purposes.  

10.2. We may transfer Personal Information to recipients in other countries. We will only transfer 

Personal Information to third parties in countries with adequate data protection laws or do 

so in terms of a written agreement with the recipient which imposes data protection 

requirements on that party as required by section 72 of POPIA.  

10.3. Please note that when transferring any Personal Information directly to a third party in 

another country (i.e. we do not send your Personal Information to the third party), Quarphix 

is not responsible for that transfer of Personal Information (and such transfer is not based 

on or protected by this Policy). Any Personal Information that we receive from a third-party 
country will nevertheless be processed in terms of this Policy.  
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11. Security of your Personal Information  
11.1. We have implemented appropriate technical and organisational security measures 

designed to protect Personal Information against accidental or unlawful destruction, loss, 

alteration, disclosure, access and other unlawful or unauthorised forms of processing.  

These measures include, but not limited to:  

11.1.1. Role-based access controls and least-privilege principles.  

11.1.2. Multi-factor authentication (MFA) for access to sensitive systems.  
11.1.3. Encryption of data in transit and at rest.  

11.1.4. Continuous monitoring, logging, and periodic internal audits.  

11.1.5. Data loss prevention (DLP) and secure deletion mechanisms.  

11.1.6. Ongoing employee training and awareness programmes in information security and 

privacy compliance.  

11.2. The internet is an open and often vulnerable source and the transfer of information via the 

internet is not completely secure. Although we will implement all reasonable measures to 

protect Personal Information, we cannot guarantee the security of your Personal 

Information transferred to us using the internet. Therefore, you acknowledge and agree 

that any transfer of Personal Information via the internet is at your own risk and you are 

responsible for ensuring that any Personal Information that you send is sent securely.  

  

12. Your Legal Rights  
12.1. You have certain rights in relation to your Personal Information. As available and except 

as limited under POPIA, you have the following rights in respect of your Personal 

Information:  

12.1.1. Right of access: the right to be informed of and request access to the Personal 

Information that we process about you;  

12.1.2. Right to rectification: you may request that your Personal Information be amended 

or updated where it is inaccurate or incomplete;  

12.1.3. Right to erasure: the right to request that we delete your Personal Information, 
subject to applicable limitations and exceptions;  

12.1.4. Right to restrict processing: you may request that we temporarily or permanently 

stop processing your Personal Information;  

12.1.5. Right to object:  

12.1.5.1. You may object to us processing your Personal Information; and  

12.1.5.2. To your Personal Information being processed for direct marketing  

purposes;  
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12.1.6. Right not to be subject to automated decision-making: where a decision that has a 

legal or other significant effect is based solely on automated decision making, 

including profiling, you may request that your Personal Information not be processed 

in that manner.  

12.2. Where you have provided consent for us to process your Personal Information, you may 

also withdraw your consent where our processing is based on your consent. However, we  

may continue to process your Personal Information if another legal justification exists for 

the processing.  

12.3. Note that where we process Personal Information as an operator/processor for our client, 

these rights will be applied against the client. We will fully co-operate with our client on any 

request relating to these rights.  

  

13. Links on our Platform and Third-Party Services  
13.1. Our Platform may include links to third-party websites, and we make use of third-party 

services and platforms to provide the services, but these websites and services/platforms 

do not fall under our supervision. We cannot accept any responsibility for your privacy or 

the content of these third-party sites, but we display these links in order to make it easier 

for you to find information about specific subjects and make use of these third-party 

services and platforms to provide our services. Your use of and reliance on these links is 

at your own risk.  

  

14. Right to Object  
14.1. You may, on reasonable grounds, object to us using your Personal Information for certain 

purposes. If you object, we will stop using your Personal Information, except if POPIA 

allows its use. To exercise this right or to discuss it with us, please contact us at 

info@quarphix.co.za.   

  

15. Quality and Access to your Information  
15.1. Quality: we want to ensure that your Personal Information is accurate and up to date. You 

may ask us to correct or remove any Personal Information that you think is inaccurate, by 

sending us an email at info@quarphix.co.za.   

15.2. Access: you have the right to request that we provide you with Personal Information that 
we hold about you. You must contact us directly to do so or send an email to 

info@quarphix.co.za. This request may be subject to an access to information request in 

terms of POPIA and may require you to verify your identity, identify the rights you are 
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wishing to exercise and pay a fee. If our client is the responsible party for the information, 

any request will need to be addressed to our client.  

15.3. The right to access your Personal Information may further be limited in terms of POPIA.  

  
16. Retention of Information  

16.1. We take every reasonable step to ensure that your Personal Information is only processed 

for the minimum period necessary for the purposes set out in this Policy.  

16.2. We retain Personal Information in accordance with the required retention periods in POPIA 

or as required by other laws or regulations, or for legitimate business purposes. We will 

only retain your Personal Information for the purposes explicitly set out in this Policy or on 

the instructions of our client where we process Personal Information as an operator. We 

may keep Personal Information indefinitely in a de-identified format for statistical purposes, 

which may include for example statistics of how you use the Platform and services.  

16.3. This Policy also applies when we retain your Personal Information. We may retain your 

Personal Information for the duration of any period necessary to establish, exercise or 

defend any legal rights.  

16.4. Once data is no longer required, it is securely deleted or anonymised in accordance with 

Quarphix’s ISMS controls.  

  

17. Security Breach  
17.1. We will report any breach of Personal Information to the Information Regulator in terms of  

POPIA and to the persons whose Personal Information is involved in the breach. If your 

Personal Information as a User is affected by a security breach, we will inform our client 

about the breach where we process your Personal Information as an operator. If you want 

to report any concerns about our privacy practices or if you suspect any breach regarding 
your Personal Information, kindly notify us by sending an email to info@quarphix.co.za  

  

18. Lodging a Complaint  
18.1. If you want to raise any objection(s) or have any queries about our privacy practices, you 

can contact our data protection officer at info@quarphix.co.za.  

18.2. You also have the right to formally lodge a complaint to the Information Regulator in terms 

of POPIA with the following contact details:  

18.2.1. Website: https://inforegulator.org.za/complaints/  

18.2.2. Address: Woodmead North Office Park, 54 Maxwell Drive, Woodmead, 

Johannesburg, 2191  
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18.2.3. Email (general): enquiries@inforegulator.org.za  

18.2.4. Email (complaints): POPIAComplaints@inforegulator.org.za  

  
19. Changes to this Policy  

19.1. This Privacy Policy may be reviewed periodically to reflect changes in our data processing 

activities, security practices, or legal obligations. The latest version will always be available 

on our website, and any substantive updates will be communicated through official 

channels.  

19.2. Modifications will be denoted by the “updated” notice at the top of this page.  
19.3. Your submission of personally identifiable information to the website following the posting 

of any changes to this Privacy Policy constitutes acceptance of those changes.  

19.4. Quarphix encourages any users to periodically review this Privacy Policy to be informed of 

its policies respecting your personally identifiable information.  

19.5. By continuing to access the Website after notice of modifications has been published, you 

signify your agreement to be bound by the updated terms.  

19.6. If you have any questions regarding this Privacy Policy or believe that Quarphix has not 
adhered to any of its terms, please contact Quarphix at info@quarphix.co.za.   

  


